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1
Decision/action requested

The contribution proposes to include the proposal for a solution to layer-2 identity privacy that is contained in the SA2 TS in the SA3 TR
2
References
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[2]
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[3]
TS 33.185 Security aspect for LTE support of Vehicle-to-Everything (V2X) services
3
Rationale

TS 23.287 [2] contain the following text in clause 5.6.1.1

 “… in order to ensure that a source UE (e.g. vehicle) cannot be tracked or identified by any other UEs (e.g. vehicles) beyond a certain short time-period required by the application, the source Layer-2 ID shall be changed over time and shall be randomized. For IP-based V2X communication over PC5 reference point, the source IP address shall also be changed over time and shall be randomized. The change of the identifiers of a source UE must be synchronized across layers used for PC5, e.g. when the Application Layer ID changes, the source Layer-2 ID and the source IP address need to be changed.  …”

This is effectively a solution for the privacy issue raised in key issues #3 and #8 for groupcast and broadcast respectively. It is proposed to include this in [1] as a solution for those key issues. 

A similar solution was accepted for LTE V2X broadcast in clause 6.6.2 of TS 33.185 [3].

4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
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**** NEXT OF CHANGES ****
6.Y
Solution #Y: Changing layer-2 ID for privacy protection in groupcast and broadcast
6.Y.1
Introduction
This solution addresses keys issue #3 and #7.
6.Y.2
Solution details
The solution follows the proposal in clause 5.6.1.1 of TS 23.287 [4] that both the source ID and source IP address can be changed to a random value and such changes should be done at the same time as upper layer identities change. This means that the lower layer identities provide no more help for linkability and tracking inline than the upper layer identities. A similar solution was accepted for LTE V2X broadcast in clause 6.6.2 of TS 33.185 [xx].
6.Y.3
Evaluation
The above solution is a simple way (it requires no signalling and can be done unilaterally by the sending UE) of ensuring that the lower layer identities cannot be used for tracking longer than the upper layer identities (which are changed at a frequency outside of 3GPP’s scope). 

**** END OF CHANGES ****

